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ABSTRACT 
Remote access to digital resources has emerged as a fundamental academic service as university libraries move 

towards environments driven by digital technology. The increasing reliance on electronic journals, e-books, 

research databases, and online educational platforms has transformed user expectations, establishing the need 

for ongoing, location-independent access vital for students, faculty, and scholars. In this framework, the current 

research investigates the implementation of remote access technologies in Indian academic libraries. It 

describes the operational structure, functional features, cost factors, and electronic resource availability of 

frequently utilized platforms, while also evaluating their impact on facilitating academic and research 

endeavors. The research additionally considers developments following the pandemic that expedited off-campus 

access practices. Results show that tools such as EZproxy, RemoteXs, OpenAthens, Shibboleth, MyLOFT, 

Knimbus Remote Access, Lean Library, LibKey Nomad, and EndNote Click have become essential components 

of modern library service delivery and future academic information ecosystems. 
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Introduction 
Academic libraries in the present era are no longer limited to specific hours of operation or restricted to physical 

spaces. With the swift expansion of digital academic resources—like online journals, electronic books, citation 

databases, open educational materials, and digital research archives—libraries have gradually evolved into 

constant digital entry points for knowledge retrieval. Initially, however, access to licensed online resources was 

predominantly dependent on IP authentication tied to campus locations. This limitation restricted students and 

researchers to using these resources only when connected to the institutional network. Consequently, learners 

studying remotely, off-site researchers, and institutions with multiple sites faced considerable obstacles in 

obtaining crucial academic resources. 

Aims of the Research 
The current research has been initiated to acquire a thorough and actionable understanding of remote access 

systems utilized in the setting of academic libraries. The specific aims are detailed as follows: 

1. To pinpoint the key remote access tools. 

2. To explore the fundamental technical structures of these tools. 

3. To evaluate the primary characteristics of the chosen remote access platforms. 

4. To investigate the general pricing framework related to these tools. 

5. To analyze the level and trends of usage of these tools. 

6. To assess the overall advantages of remote access technologies. 

Research Method 
The research employs a descriptive and analytical approach, utilizing various sources of qualitative and 

secondary information. The methodology comprises the following elements: 

An extensive review of current literature in Library and Information Science (LIS) as well as documented case 

studies from institutions related to remote access services. 

• In-depth examination of official documentation from vendors to grasp system design, functionality, and 

available services. 

• Observational analysis of trends in digital library services. 

http://cok.pratibha-spandan.org/
http://cok.pratibha-spandan.org/
http://www.pratibha-spandan.org/


  

 A Pratibha Spandan’s Journal 

CONFLUENCE OF KNOWLEDGE 
(A Multidisciplinary International Peer-Reviewed/Refereed Journal) 

ISSN 2320–5237 | Volume 12, Issue 02, July-December, 2025 
http://cok.pratibha-spandan.org | © The Author(s) 2025 

 

http://cok.pratibha-spandan.org/               51 

• Comparative assessment of selected remote access technologies. 

It should be acknowledged that the financial data mentioned in this research indicates approximate cost ranges. 

These costs may differ based on factors including the size of the institution, number of users, licensing 

agreements, and the extent of required customization. 

Concept of Remote Access Infrastructure.  
Remote access refers to the secure technological arrangement that allows authenticated users of an institution to 

access licensed electronic resources beyond the campus network using proxy servers, federated identity systems, 

cloud authentication, or browser-based extension tools. 

Major Remote Access Tools Used in Academic Libraries 
Table - 1 

Tool Name 
Developer / 

Origin 
Core Architecture 

Deployment 

Model 

Security 

Protocols 

Mobile 

Support 

EZproxy OCLC (USA) 
URL Rewriting 

Proxy + IP Masking 

On-Premise & 

Cloud 

SSL/TLS 

Encryption, IP 

Masking 

Limited 

(Browser) 

RemoteXs India 

Cloud Proxy + 

Centralized 

Authentication 

Fully Cloud 

Hosted 

HTTPS 

Encryption, 

Secure Tokens 

Full Mobile 

Optimized 

OpenAthens 
ExLibris 

(ProQuest) 

SAML-Based 

Federated Identity 
Cloud-Based 

SAML 2.0, 

MFA, Identity 

Federation 

Full 

Shibboleth Internet2 
Federated Identity 

Provider 

On-Premise 

Server 

Strong 

Encryption, 

Identity 

Federation 

Browser 

Only 

MyLOFT India 
Cloud + Mobile App 

+ Browser Extension 

Cloud + Mobile 

App 

Encrypted App 

Access 

Full App + 

Web 

Knimbus 
Knimbus Pvt. 

Ltd., India 

Cloud Identity + 

Proxy Layer 
Cloud-Based 

HTTPS + Token 

Authentication 
Full 

Lean Library ExLibris Browser Extension 
End-User 

Browser Tool 

HTTPS + 

Redirect 

Security 

Full 

LibKey 

Nomad 
Third Iron 

Browser Extension + 

DOI Resolver 
Browser Tool 

Encrypted DOI 

Resolution 
Full 

EndNote Click Clarivate 
Browser Extension + 

Discovery Routing 
Browser Tool 

Secure Link 

Routing 
Full 

 

Table - 2 

Tool Name 
Usage 

Analytics 
Scalability 

Maintenance 

Level 

Approx. Cost  

per Annam 

(India) 

Major E-Resources 

Supported 

EZproxy 

Detailed 

Logs, 

COUNTER 

Reports 

Very High 
Medium  

(Config updates) 
₹2.5–6 Lakhs 

JSTOR, Scopus, WoS, 

IEEE, ACS, ProQuest, 

EBSCO, Springer, 

Wiley 

RemoteXs 

Dashboard + 

Exportable 

Reports 

High Very Low ₹1.5–4 Lakhs 

N-LIST, ShodhSindhu, 

DELNET, JSTOR, 

ProQuest, EBSCO 

OpenAthens 

Advanced 

User-Level 

Analytics 

Extremely 

High 
Very Low ₹4–10 Lakhs 

IEEE, Nature, Elsevier, 

ACS, Springer, JSTOR 

Shibboleth 

Limited (Via 

Federation 

Logs) 

High 
High (Server 

Management) 

₹1–2 Lakhs 

(Server only) 

JSTOR, Springer, 

Wiley, WoS, PubMed 

MyLOFT 

Real-time 

App-Based 

Analytics 

Medium–

High 
Very Low ₹1–3 Lakhs 

Open Access, EBSCO, 

ProQuest, IRs, JSTOR 
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Knimbus 

AI-Based 

Usage 

Insights 

High Low ₹2–5 Lakhs 
Springer, Elsevier, 

IEEE, ShodhSindhu 

Lean Library Minimal Very High Nil ₹1–3 Lakhs 
All Subscription & OA 

Platforms 

LibKey 

Nomad 
Minimal 

Extremely 

High 
Nil 

Free / 

Freemium 
PubMed, Scopus-linked 

EndNote 

Click 
Minimal Very High Nil 

Free / 

Institutional 

WoS, PubMed, 

Publisher Sites 

 

 

Additional Advanced Technical Parameters  

Technical Aspect EZproxy RemoteXs OpenAthens Shibboleth MyLOFT Knimbus 
Lean 

Library 

Zero Trust 

Architecture 
Partial Partial Yes Yes Partial Partial No 

Multi-Factor 

Authentication 

(MFA) 

Optional 
OTP-

Based 

Fully 

Supported 
Supported 

OTP-

Based 
Optional No 

API Integration 

Support 
Yes Limited Yes Yes Limited Yes No 

Offline Reading No No No No Yes No No 

AI-Based 

Recommendations 
No No No No Yes Yes No 

COUNTER-

Compliant 

Reports 

Yes Partial Yes Partial Partial Partial No 

Indian 

Consortium 

Compatibility 

Yes Yes Yes Yes Yes Yes Partial 

Load Balancing Yes Yes Automatic 
Server-

Based 

Auto 

Cloud 
Auto 

Not 

Required 

 

Cost vs Security vs Scalability 

Tool Cost Efficiency Security Level Scalability 

EZproxy 3.0 4.0 5.0 

RemoteXs 4.5 3.8 4.2 

OpenAthens 2.5 5.0 5.0 

Shibboleth 4.0 5.0 4.5 

MyLOFT 4.8 3.5 4.0 

Knimbus 4.2 4.0 4.5 

Lean Library 4.6 3.2 5.0 

LibKey Nomad 5.0 3.0 5.0 

EndNote Click 5.0 3.0 5.0 

(Scale: 1 = Very Low, 5 = Very High) 
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Usage Statistics of Remote Access Tools 

SN 
Remote Access 

Tool 

Estimated Indian 

Institutional 

Adoption (%) 

Primary Institutional Segment Nature of Usage 

Usage 

Intensity 

Level 

1 Knimbus ~38–42% 
State Universities, Private 

Universities, Colleges 

Full remote access + 

discovery 
Very High 

2 EZproxy ~30–34% 
Central Universities, IITs, IIMs, 

Research Universities 

Proxy-based remote 

access 
High 

3 RemoteXs ~24–27% 
State Universities, Govt. 

Colleges 

Cloud proxy remote 

access 
High 

4 MyLOFT ~20–23% 
Open Universities, Distance 

Education, Private Universities 

Mobile-first remote 

access 

Moderate–

High 

5 OpenAthens ~12–15% 
IITs, IIMs, Medical & Research 

Institutes 

Federated identity 

access 
Moderate 

6 Shibboleth ~8–10% Technically advanced campuses 
Federated 

authentication (IdP) 

Moderate–

Low 

7 Lean Library ~10–12% 
Research universities (addon 

tool) 

Access 

enhancement 

Moderate–

Low 

8 LibKey Nomad ~6–8% Individual researchers Browser extension Low 

9 EndNote Click ~6–8% Individual researchers Browser extension Low 

 

Graphical Representation for Usage of Remote Access Tools 

 

Key Observations 
• Continued importance of EZproxy in traditional universities 

• EZproxy remains the leading choice for remote access among numerous established research 

universities. Its effectiveness comes from its ability to integrate effortlessly with older subscription 

databases, reliable IP masking, and consistent session-based authentication.  

• OpenAthens as a progressive identity management solution 
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• OpenAthens shows a definitive transition towards contemporary, identity-driven access management 

by entirely eliminating reliance on IP-based authentication.  

• Shibboleth providing institutional control over identity 

• Shibboleth delivers the utmost institutional authority over user identities by functioning entirely on 

local servers within a federated network. Although the software is available at no cost, the necessity for 

proficient technical staff, server systems, and ongoing support constrains its use to campuses that are 

technologically advanced and have strong IT infrastructures. 

• Emergence of Indian cloud solutions** 

• RemoteXs and Knimbus have achieved considerable popularity as cost-effective, cloud-based options 

designed within the Indian framework. Tailored to operate effectively amid local bandwidth 

limitations, these platforms seamlessly connect with national consortia like ShodhSindhu and N-LIST.  

• MyLOFT and the focus on mobile access 

• MyLOFT has transformed off-campus access by establishing itself as a mobile-oriented learning 

setting rather than a traditional access method. It is particularly advantageous for Open Universities, 

distance education students, and institutions employing blended learning approaches 

Function of access-enhancement tools 
Tools like Lean Library, LibKey Nomad, and EndNote Click primarily serve to enhance access rather than act 

as standalone remote access solutions. They substantially boost the visibility of content, foster open access 

awareness, and facilitate immediate full-text access.  

• Cybersecurity factors in access frameworks 

From a security perspective, federated identity solutions such as OpenAthens and Shibboleth present 

distinct benefits over conventional proxy-based systems.  

• Economic viability for publicly funded entities 

When assessing long-term cost-effectiveness and ROI, platforms such as RemoteXs, MyLOFT, and 

Knimbus show compelling value in terms of cost-to-benefit ratio.  

• Advancing digital equity and accessible access 

MyLOFT and Knimbus are vital in closing the digital gap by providing user-friendly mobile interfaces 

and performing well under limited bandwidth scenarios.  

• Success of a mixed access approach 

A blended implementation strategy—integrating strong authentication systems like EZproxy or 

OpenAthens with user-centric tools such as MyLOFT or Lean Library—stands out as the most 

thorough solution.  

Advantages for the Academic Community 
The rise of online access and digital research platforms has generated significant benefits for all sectors of the 

academic community, enhancing educational, teaching, and research methodologies in concrete ways. 

Learners 

For learners, digital accessibility has eliminated conventional barriers related to time and location. Key 

textbooks, reference materials, and academic journals are now available at all hours, enabling students to 

learn at their convenience. Online education platforms and digital tools provide substantial assistance for 

tasks, presentations, and projects 

Instructors 

Instructors gain considerably from consistent access to worldwide research publications, allowing them to 

keep up with recent advancements in their fields. Digital resources aid educators in crafting electronic 

content, lecture materials, and engaging learning tools. Academics 

For academics, online access has revolutionized the research process. Literature reviews that previously 

required weeks can now be accomplished in a significantly shorter duration. Tools for tracking citations 

and analyzing research profiles help in more effectively evaluating academic impact.  
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Findings of the Study 
The research uncovers distinct trends in the use and effectiveness of remote access tools in India. EZproxy and 

RemoteXs have become the most commonly utilized proxy-based solutions within academic institutions. 

OpenAthens is rapidly being adopted, particularly by prestigious institutions such as IITs and IIMs. Tools like 

MyLOFT and Knimbus have shown to be especially advantageous for learners in rural areas and for students in 

distance education due to their accessible design. In general, browser-based access systems are transforming 

how researchers find, access, and interact with academic materials. 

Conclusion 
The arrival of remote access technologies has created a permanent transformation in the operations and user 

services of academic libraries. By eliminating challenges related to geography, timing, and physical constraints, 

these innovations have broadened the library's influence beyond its usual confines. What used to be limited to 

campus facilities is now accessible to students and researchers regardless of their location, enabling 

uninterrupted academic endeavors. The significance of these systems became particularly clear during times of 

disruption, when physical library access was limited. Remote access solutions facilitated the ongoing delivery of 

education, learning, and research, allowing academics to stay connected to crucial academic materials. In 

addition to managing crises, these resources have played a role in advancing digital scholarship by fostering 

progressive research methods, teamwork, and ethical information practices. 
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